‘y vade

FOR M365

Advanced Threat
Detection & Response
for Microsoft 365

@ Protects your business from
WHY - The scalability, cost savings, and standardization offered by Mi-

crosoft 365 have made Microsoft hugely popular with SMBs. Its pop-
ularity with cybercriminals, however, is creating enormous challeng- @ Catches 10x more advanced
es. From dynamic phishing emails to advanced ransomware attacks, threats than Microsoft.
email-borne threats are the #1 entryway into the Microsoft 365 suite.
SMBs need a solution that catches the threats that Microsoft misses.

email-borne cyberattacks.

@ Automatically removes
threats post-delivery.
@ Delivers automated phishing
awareness training.
SOLUTION - Vade for M365 offers advanced protection against dy-
namic, email-borne cyberattacks targeting Microsoft 365, including
phishing, malware/ransomware, and spear phishing (business email invisible to end users.
compromise). Vade for M365 offers a native Microsoft Outlook user ex- @ No delay in email delivery.
perience and an added layer of protection over Microsoft's built-in se-
curity layers, catching 10x more advanced email threats than Microsoft.

(v) Transparent solution that is

~/, No end-user training
required.

PRODUCT FEATURES

Anti-Phishing Anti-Spear Phishing

Phishing emails impersonate the brands ﬂ Spear phishing emails impersonate

your users trust the most. Using sophis- individuals rather than brands. With

ticated social engineering techniques, the goal of manipulating users into
phishers lure victims with alarming or tempting sub- taking an action, spear phishers use friendly corre-
ject lines to trick them into clicking on dangerous spondence and urgent language to pressure users
links to visit fraudulent websites or download mal- into scheduling wire transfers, sharing account cre-
ware or ransomware. dentials, purchasing gift cards, changing bank ac-

count numbers, and more.

Vade for M365 scans all elements of email, includ-

ing email addresses, links, images, and attach- Vade for M365 examines the entire email to identi-
ments, blocking advanced phishing attacks that fy the subtle signs of spear phishing that cannot be
bypass other solutions. Vade also scans all web- detected with URL or attachment scanning. If spear
pages linked from emails to determine whether the phishing is suspected, Vade displays a banner in

pages are safe or fraudulent. the email, warning the user.



Anti-Malware

Malware is a computer virus de-

signed to damage computers,
hardware, and networks. Sophisticated malware vi-
ruses can change their behavior and even hide from
email filters until executed, with the ultimate goal of
stealing data, spreading to other systems, or, in the
case of ransomware, disabling systems and net-
works.

Vade for M365 analyzes malicious characteristics of
email, webpages, shared files, and attachments to
detect evasive malware and ransomware viruses.
Going beyond traditional malware analysis, Vade
for M365 uses behavioral-based malware detec-
tion to block malware in real-time, with no delays in
email delivery for your end users.

ADDITIONAL CAPABILITIES

K Auto-Remediation — Continuously scans
email and automatically removes messag-
es from users’ inboxes when new threats
are detected.
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User Awareness Training — Delivers auto-
mated phishing awareness training when
users interact with phishing emails.
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(QQ Threat Intel & Investigation - Integrates
Vade with your threat monitoring and
response software and provides advanced
tools for threat investigation and response.

Logs and Reporting - Provides visibility
with dashboards and reports for an up-
the-the-minute view of threats detected
and removed.

{D Feedback Loop - Enables users to report
email threats via the Microsoft Outlook
Re-port Phishing /Junk buttons.

About Vade

+ 1.4 billion mailboxes protected

- 100 billion emails analyzed [ day
» 3,400+ partners

» 95% renewal rate

« 18 active international patents

r - ‘ Insider Threat Protection

' ! Insider threats often stem from hu-
\ - J man error, but cybercriminals can

also take control of Microsoft 365

accounts via phishing emails and
send malicious emails internally throughout an or-
ganization. From forwarding a phishing email to
sharing a malware-infected attachment, a simple
mistake from an employee can quickly spiral into a
cybersecurity incident.

Vade for M365 scans internal email traffic to prevent
insider attacks from compromised Microsoft 365 ac-
counts, blocking phishing, spear phishing, and mal-
ware/ransomware—before it spreads throughout
your business.
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